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1. TepMuHsbI 1 onpeneneHust

[lepconanbubie nanueie (I1J{H) - ar06as nHGopmanus, oTHOCAIIAACS K MPSMO
WM KOCBEHHO OIPEEICHHOMY WJIH olpeesieMomMy (puznyeckoMy Juiy (CyObeKTy
[11n).

Omnepartop - rocyJapcTBEHHbIA OpPraH, MyHUIIMIAIbHBINA OpraH, IpUINYECKOe
Wik (PU3MYECKOE JIMIIO, CaMOCTOSITEIbHO WM COBMECTHO C JAPYTUMH JIMIIAMU
opranm3ymoomnme u (wim) ocyuiectBiasgtonme o6padorky IIJIn, a Taxxke
onpenenswonme e oopaborku I1J[H, cocraB IIJIH, momnexamux oOpaboTke,
neucTBus (onepanuu), copepuiaemele ¢ [1/]H.

O6padotka [1/11 - nr060e neicTBue (onepalus) Wik COBOKYITHOCTh JEHCTBUI
(omeparuii), coOBEpIIAEMbIX C HCIOJIB30BAHUEM CPEJICTB aBTOMATH3aluMu Wiu 0e3
UCIOJIb30BaHMs Takux cpeacts ¢ I[1JIH, Bkirodas cOop, 3amuch, CUCTEMATU3ALIMIO,
HAKOIUICHHE, XpaHeHWe, YTO4YHEeHHe (OOHOBJIIEHHME, W3MEHEHHUE), H3BICUYCHUE,
UCIIONIb30BaHUE, Tepeaady (pacnpoCTpaHEHWE, NPEAOCTABICHUE,  JOCTYII),
o0Oe3nnuuBaHue, OJIOKUpOBaHue, yaaieHue, yuuutoxxenue [1/1n.

ABTomaTtu3upoBaHHas obOpabotka IIJIln - o6pabGorka II/lH ¢ mnomorbo
CPEJIICTB BHIYMCIUTEIbHON TEXHUKH.

Pacnipoctpanenue IIJIn - nelicTBus, HampaBieHHble Ha packpbeitue II/IH
HEONPEACICHHOMY KPYTY JIHII.

[IpenocraBnenne IIJIH - neucTBusA, HampaBieHHbIE Ha packpeitue I[I/IH
ONPEICICHHOMY JIMIYy WJIH ONPEAEIEHHOMY KpPYTY JIHILI.

brnoxupoBanne II[ln - BpeMeHHOe mnpekpamieHue ooOpabdotku IIJIH (3a
UCKIIFOUCHUEM CITydaeB, eciiu o0paboTka Heobxoauma aiist yrounerus [1/{x).

YHuutoxxenue I[IJI[H - nelcTBUs, B peE3yJbTaTe KOTOPBIX CTAHOBUTCS
HEBO3MOKHBIM BoccTaHOBUTH coiaepkanue I1In B UCIIIn u (unum) B pesynbrate
KOTOPBIX YHUUTOXKAKOTCS MaTepuaibHbie HocuTenu 11/1H.

O6e3muuuBanue IIJIH - ngeicTBus, B pe3ynbTaTe KOTOPHIX CTAHOBUTCS
HEBO3MOXHBIM 0€3 HCIOJIb30BaHUS JOTOJHUTEIBHOW WH(OpPMAIMU OMPEaeIUTh
npuHaIekHOCTh [1/1H KOHKpeTHOMY cyOBekTy T1J[H.

Tpancrpannunas mnepemaua I/l - mnepemaua 11/l Ha Teppuropuro
MHOCTPAaHHOTO TOCYJapCcTBa OpraHy BIJIACTH HMHOCTPAHHOTO TOCYAapcCTBa,
WHOCTPAHHOMY (PU3MUYECKOMY JIMITY WJIHM HHOCTPAHHOMY IOPUIUIECKOMY JIUILY.

2. HazHaueHwue u mpaBoBasi OCHOBA JIOKYMEHTA

[Monutnuka MBIAOY Ne 8 (manee mo texcty — Ilonutrka) omnpenenser
CUCTEMY B3IJISIZIOB Ha Mpobiemy obecneuenus: 6e3omnacHoctu [1JIH u npencrasisieT
co00 CHUCTEMAaTHU3UPOBAHHOE H3JIOKEHUE LIEJIEW M 3a/1ad 3aluThl, KAK OJHO WIH
HECKOJIbKO TpaBWJ, MPOUEAYp, TMPAKTUYECKUX TMPUEMOB U PYKOBOJISAIIUX
NPUHIMIOB B o0jJactTd  WMHMOpMAIMOHHOW  0€30MacHOCTH,  KOTOPBIMHU
pykoBonctByercss MBJIOY Ne 8 B cBoeil HeSITETbHOCTH, a TaKKe OCHOBHBIX



MPUHIIMIIOB TOCTPOEHHMS, OPTraHU3alMOHHBIX, TEXHOJOTHYECKUX W MPOUECTYPHBIX
acnekToB o0ecneyeHus: 0€30MacHOCTH HHPOPMALIHH.
3akoHOo1aTeIbHOM OcHOBOM Hactosduei [lomutnku geisrorcs KoHcTuTynus

Poccuiickoit  ®Deneparmu, ['pakIaHCKu, YTOJIOBHBIM KOAEKCHI, dDenepanbHbIU
3aKkoH OT 27.07.2006 Ne 152-@3 «O nepcoOHaNbHBIX JaHHBIX», DenepanbHblil 3aKOH
P® ot 27.07.2006 Ne 149-03 «O6 uHpopmaruu, HHGOPMALIMOHHBIX TEXHOJIOTHIX
U 3amure MHOpMAaLUW», 3aKOHbBI, YKa3bl, IOCTAHOBJIEHUS, APYTHe€ HOPMATHUBHBIC
JOKYMEHTBhl  JIEMCTBYIOIIEro  3akoHomarenbcTBa  Poccuiickonn — deneparuu,
nokymeHTbl PCTIOK u ®CBb Poccun.

Ucnonb3oBanue nanHod [lonuTuku B KayecTBE OCHOBBI Il TOCTPOCHMS

KOMIUIEKCHOM cucteMbl MHGOpMalMoHHON Oe3onacHocTy nHdopmauu MBJIOY No
55 MO3BOJIUT ONTUMHU3HPOBATH 3aTPAThl HA €€ MOCTPOCHUE.

[Ipu paspabotke IloTUTHUKM YyYHUTHIBAJUCh OCHOBHBIE MPUHLMUIIBI CO3aHUS
KOMIUIEKCHBIX CHCTEM oOecrieueHusi 0€30MacHOCTH MH(OPMAIMH, XapaKTepUCTUKH
U BO3MOXXHOCTH OpPraHU3AIIMOHHO-TEXHUYECKHMX METOJI0B M COBPEMEHHBIX
anmapaTHO-IPOrPaMMHBIX  CPEJCTB  3alUTBl M  MPOTHUBOJACWUCTBHUS  Yrpo3am
6e3omnacHoCTH HH(pOpMaIUH.

OcHoBHble  monoxkeHust [lonmuTuku  Ga3upyrOTCS Ha  Ka4yeCTBEHHOM
OCMBICJIEHUU BOMPOCOB 0€30MacHOCTH MH(OPMAIMU U HE 3aTparuBaioT BOMPOCOB
HKOHOMHYECKOT0  (KOJMYECTBEHHOT0)  aHajiu3a pPHUCKOB M  OOOCHOBaHUSA
HEOOXOIMMBIX 3aTpaT Ha 3aIIUTY UHPOPMALIHH.

3. OCHOBHBIMH O0BEKTaMU CHUCTEeMBI Oe3ornacHocTu uHpopmaiuu B MBJIOY
Ne 55 gBnsroTes:

— “H(OpPMAIMOHHBIE PECYpPChl C OTPAHHUYEHHBIM JOCTYIIOM, COJEpKallue
[IlH u comyTCTBYyIOIIYyI0 HH(OpPMAIMIO, HE COCTaBISIONIYI0 TOCYIAapCTBEHHYIO
TaliHy, B TOM YHCJI€ O POJAMBIIMXCS U 3aPETUCTPUPOBAHHBIX MO MECTY >KUTEIHCTBA
oOydJaromuxcs, a TaKKe CBeJICHUs 000 Bcex ATanmax oOydeHUs JIeTeH;

— mporecchl  00paboTku uHGoOpManuu B HHGOPMAIMOHHBIX CHCTEMax
MBJIOY Ne 8 , undopmarimoHable TEXHOIOTUH, PETIAMEHTHI U MPOIENyphl cOopa,
0o0paboTKH, XpaHeHHs W Tmepefadun uHGOpPMAIMHU, TEePCOHAN IOJIb30BaTEICH
CUCTEMBI U €€ 00CITyKUBAIOIINI TIEPCOHAT,

— uH(popmarmoHHas HHGPACTPYKTypa, BKIIOUAIONIAs CHCTEMbl 00pabOTKH U
aHann3a WHPOPMAIMK, TEXHWYECKHE W MPOTPaMMHBIC CpEACTBa €€ 00paboTKw,
nepefayl u OTOOpa)KEHHUs, B TOM 4YHUCJE KaHaJIbl MHMOPMAIIMOHHOTO OOMEHa U
TEJICKOMMYHHMKAIIMN, CHCTEMbl M CPEACTBA 3alIUThl HHPOpPMAIMH, OOBEKTHl H
MOMEIICHHSI, B KOTOPBIX PACTOJOKEHBI TEXHUYECKHE CpelcTBa 00paboTKH
nH(pOpMaLUH.

4. VluTtepecsl 3aTparuBaeMbIX CyObeKTOB MH(POPMAIIMIOHHBIX OTHOIIIEHU I


http://securitypolicy.ru/index.php/%D0%9A%D0%BE%D0%BD%D1%81%D1%82%D0%B8%D1%82%D1%83%D1%86%D0%B8%D1%8F_%D0%A0%D0%BE%D1%81%D1%81%D0%B8%D0%B9%D1%81%D0%BA%D0%BE%D0%B9_%D0%A4%D0%B5%D0%B4%D0%B5%D1%80%D0%B0%D1%86%D0%B8%D0%B8
http://securitypolicy.ru/index.php/%D0%9A%D0%BE%D0%BD%D1%81%D1%82%D0%B8%D1%82%D1%83%D1%86%D0%B8%D1%8F_%D0%A0%D0%BE%D1%81%D1%81%D0%B8%D0%B9%D1%81%D0%BA%D0%BE%D0%B9_%D0%A4%D0%B5%D0%B4%D0%B5%D1%80%D0%B0%D1%86%D0%B8%D0%B8
http://securitypolicy.ru/index.php/%D0%92%D1%8B%D0%B4%D0%B5%D1%80%D0%B6%D0%BA%D0%B8_%D0%B8%D0%B7_%D0%93%D1%80%D0%B0%D0%B6%D0%B4%D0%B0%D0%BD%D1%81%D0%BA%D0%BE%D0%B3%D0%BE_%D0%9A%D0%BE%D0%B4%D0%B5%D0%BA%D1%81%D0%B0_%D0%A0%D0%BE%D1%81%D1%81%D0%B8%D0%B9%D1%81%D0%BA%D0%BE%D0%B9_%D0%A4%D0%B5%D0%B4%D0%B5%D1%80%D0%B0%D1%86%D0%B8%D0%B8
http://securitypolicy.ru/index.php/%D0%92%D1%8B%D0%B4%D0%B5%D1%80%D0%B6%D0%BA%D0%B8_%D0%B8%D0%B7_%D0%A3%D0%B3%D0%BE%D0%BB%D0%BE%D0%B2%D0%BD%D0%BE%D0%B3%D0%BE_%D0%9A%D0%BE%D0%B4%D0%B5%D0%BA%D1%81%D0%B0_%D0%A0%D0%BE%D1%81%D1%81%D0%B8%D0%B9%D1%81%D0%BA%D0%BE%D0%B9_%D0%A4%D0%B5%D0%B4%D0%B5%D1%80%D0%B0%D1%86%D0%B8%D0%B8

CyObektamMu  MH(QOPMAIMOHHBIX OTHOIIEHUA  Tpu  oOecrneyeHuu
6e3onacnoctu unpopmaruu MBJIOY Ne 8 sapnsitores:

— MBJOY Ne 8, xak CcOOCTBEHHUK HH(POPMAIMOHHBIX pECYpCOB H
TEXHUYECKUX CPEJCTB 00paboTKa MH(PpOpMaLIHH;

— CyOBeKThl NEPCOHAIBHBIX JAaHHBIX, B TOM YHCII€ POAMUBIIMECA H
3apEeTUCTPUPOBAHHBIE TT0 MECTY KUTEIHCTBA (00yUYarOIIHECS).

[lepeuncnennble CyObEKThl HHPOPMALIMOHHBIX OTHOIIEHUN 3aMHTEPECOBAHBI
B 00€CIEUCHUN:

— CBOEBPEMEHHOTI'0 JIOCTyNa K He00X0AuMoi nHhopMaIuu (J0CTYITHOCTS);

— JIOCTOBEPHOCTU  (TMOJHOTBHI, TOYHOCTH, aJEKBATHOCTH, II€JIOCTHOCTH)
uH(pOpMaLnK;

— KOH(UIEHIMATBHOCTH (COXpaHEHHUs B TailHe) HH(OopMaIny;

— 3aIIMTHl OT HAaBS3BIBAHMS UM JIOKHOM (HEJOCTOBEPHOM, MCKaKEHHOM)
uH(OpMaInK;

— pasrpaHUyYeHUs OTBETCTBEHHOCTH 3a HapyIICHHs UX IpaB (MHTEPECOB) U
YCTaHOBJICHHBIX MPaBUil oOpanieHus ¢ THOpMaInei;

— BO3MOKHOCTH OCYILIECTBJICHUS HEMPEPHIBHOIO KOHTPOJS U YNpaBICHUS
nmpoiieccaMu 00paboTKH U niepeaaun HHGOPMaIUH;

— 3aIUThl UHQOPMAIIMU OT HE3aKOHHOTO PACIPOCTPAHEHUSI.

4.1. llenu 3amiuThl

OCHOBHOW 11€7bI0, Ha JOCTHXKEHHE KOTOPOW HAIpaBJIeHbl BCE MOJIOKEHUS
Hactosme  [loauTuku, sABisieTcss 3amuTa CyOBEKTOB  MHGOPMAIIMOHHBIX
orHomieHnt MBJIOY Ne 8§ o0oT BO3MOXXHOIO HAHECEHUS UM MAaTepUaJIbHOTO,
¢u3nUecKoro, MOpPaIbHOTO WM HMHOTO yiiepda, MOCPEICTBOM CIy4alHOTO WIH
NpEeIHAMEPEHHOTO BO3ACHCTBUS Ha WHGOPMAIMIO, HX HOCHUTENH, TMPOIECCHI
00paboTKH U Tepe1avn.

VYka3aHHas 1efb JOCTUTAETCA MOCPEICTBOM OOECHEYEHHsS M IMOCTOSHHOTO
NOJIIEPKaHUS CIIEAYIOLUIUX CBONCTB MH(POPMAIUH:

— JIOCTYITHOCTH IS JeTaJIbHBIX 110JIb30BaTeNIeH (ycroitunBoro
dbyHkimonupoBanusi uHGopManuoHHBIX cucteM MBJIOY Ne 8, mpu koTOopom
MOJIb30BaTEIM MMEIOT BO3MOXKHOCTh MOJYYEHHUS HEOO0XOAMMON HuHpOpManuu H
PE3yJIbTATOB pEUICHUS 3a]1a4 32 IPUEMIIEMOE JIsl HUX BpeMs);

— LEJIOCTHOCTH M ayTEHTUYHOCTH (moaTBepxkaeHue astopcTBa) [I/IH,
XpaHUMBIX U oOpabatpiBaeMbiXx B WH(popMannoHHBIX cuctemMax MBJ/IOY Ne 8 m
Iepe1aBaeMoi 1o KaHajaM CBA3H;

— KOH()UICHIMAIBHOCTH - COXpPAaHEHUs B TallHE OIpPEAEIEHHON 4YacTH
nH(pOpMaLINK, XpaHUMOU, 00padaThiBAEMOM M TIepelaBaeMOM MO KaHaIaM CBSI3H.



HeoOxonumblil ypoBEeHb JOCTYTHOCTH, LIETOCTHOCTU U KOHPUACHIIMAIBHOCTH
uH(popMauu 00eCeunBaeTCs] COOTBETCTBYIOIIMMHU MHOXECTBY 3HAUMMBIX YIPO3
METO/IAMH U CPEJCTBAMHU.

4.2.  OCHOBHBIE 33Jla4ll CUCTEMBbI 0OecrieueHHsl 0€30MaCHOCTH UH(PpOpMaLuu

JUIst TOCTM>KEHHMsSI OCHOBHOM II€JIM 3alllUThl M OOEeCHedYeHHs] yKa3aHHBIX
CBOMCTB uWH(pOpMaIMK cucTteMa obOecredyeHus HHQPOPMALMOHHON 0e30macHOCTH
MBJIOY Ne 8 nosxkna ob6ecrieunBath 3PGEeKTUBHOE pElICHUE CISAYIOMMX 3a/1a4:

— CBOEBPEMEHHOE BBISIBJICHHE, OLIEHKA M MPOTHO3WPOBAHUE MCTOYHUKOB
yrpo3 WHGOPMAIMOHHONW 0€30MaCHOCTH, MPUYMH M YCIOBUH, CIHOCOOCTBYIOIIMX
HaHECEHUIO yliepOa 3auHTEPECOBAHHBIM CYObeKTaM HMH(DPOPMAIIMOHHBIX OTHOLIECHUH,
HapyILIEHUIO0 HOPMAJIbHOTO ()YHKIIMOHUPOBAHUS MH(DOPMAIIMOHHBIX CHUCTEM;

— CO3/laHM€ MEXaHW3Ma OINEpPaTUBHOIO  pearupoBaHUsl HA  YIpo3bl
6e3omacHOCTU MH(OpPMAIMU U HETaTUBHbIE TEHCHIIUY;

— CO3/laHM€ YCIOBUM [IJIi MHUHUMM3AIMU U JIOKAJIU3alMd HAHOCHUMOTO
yiiepba HenpaBOMEPHBIMU ACHCTBUSMU (PU3WYECKUX U IOPUAMYECKUX JIUII,
ocjla0JieHHe HEeTraTUBHOIO BIWSHUS W JIMKBUAAIMS TOCJIEACTBUI HapyHICHUS
6e3omnacHocTy H(pOpMAaIUY;

— 3alMTy OT  BMeEIIATeJIbCTBA B Mpouecc  (QYHKIMOHUPOBAHUS
MH(POPMAIIMOHHBIX CHCTEM TOCTOPOHHUX JHI[ (IOCTyn K HH(DOpMAIMOHHBIM
pecypcaM JIOJKHBI UMETh TOJIBKO 3aperUCTpUPOBAHHBIE B YCTAHOBIEHHOM IMOPSIIKE
MI0JIb30BATENN );

— pasrpaHuueHuUe  JOCTyna  TMojb3oBaTelell K MHPOPMAlUOHHBIM,
anmapaTHbIM, IpOrpaMMHBIM M HHBIM pecypcaM MBJOY Ne 8 (BO3MOKHOCTH
JI0CTyIa TOJMBKO K TeM pecypcam U BBIMOJHEHUS TOJBKO T€X ONEepaluil ¢ HUMH,
KOTOphIE HEOOXOAMMBI KOHKPETHBIM TOJI30BATENSIM [IJIS1 BBITIOJIHEHHUSI CBOUX
CITy’K€OHBIX 0053aHHOCTEI), TO €CTh 3aIIUTY OT HECAHKIIMOHUPOBAHHOTO JOCTYIA;

— obecrnieueHne  ayTeHTU(UKAIMK  TIOJIB30BaTeNiel, y4YacCTBYIOIIUX B
uHOOPMAIITMOHHOM OOMEeHe (TMOATBEPKICHUE TOJIJIMHHOCTA OTIPABUTENS W
noJryqaresnsi uHhopmaIum);

— 3aIIUTYy OT HECAHKIIMOHHPOBAHHON MOIU(PUKAIIMKA HCIOIb3YEMBIX B
uHpopmarmonnsix cucremMax MBJIOY Ne 8 mporpaMmHBIX CpeicTB, a Takke
3alUTy CHCTEMbl OT BHEJAPEHUS HECAHKIMOHUPOBAHHBIX MPOTpaMM, BKIIIOYas
KOMITbIOTEPHBIE BUPYCHI;

— 3ammTy WH)OpPMAIMU OTPAHWYCHHOTO TIOJIB30BAaHUS OT YTEUYKH TI0
TEXHHYECKUM KaHajaM Ipu ee o0paboTKe, XpaHCHHUH U Tepeaade Mo KaHaIaM CBSI3H.

4.3. OCHOBHBIE MyTH PEIICHUS 33/1a9 CUCTEMBI 3aIIUTHI

[TocTaBrneHHbIE OCHOBHBIE LIEJIM 3AIIUTHl U PEIICHUE MEPEUUCICHHBIX BBIIIE
3a/1a4 JOCTUTAOTCS:



— CTPOTMM YYETOM BCEX MOJJICKAIIUX 3aIIUTE PECYPCOB MHPOPMAITMOHHBIX
cucreM MBJIOY Ne 8 (undopmanmm, 3amad, JOKYMEHTOB, KaHAaJIOB CBS3H,
CEpBEPOB, aBTOMATU3UPOBAHHBIX PAOOUYUX MECT);

— KypHaIIMPOBAHUEM JNEUCTBUN [IepCcoHaa, OCYILIECTBIIAIOLIETO
oOciy>)xuBaHre ¥ MOAUPUKAIUIO TMPOTrPAMMHBIX M TEXHHYECKHUX CPEJICTB
MH()OPMAIIMOHHBIX CUCTEM;

— MOJHOTOM, peaJlbHOW  BBIMOJHUMOCTBIO U  HEMPOTUBOPEUHUBOCTHIO
TpeOOBaHUN OpraHu3alMOHHO-pacnopAaAUTENbHbIX TokymMeHToB MBJIOY Ne 8 mo
BoMpocaM obecrieueHus: 6€30MacHOCTH UH(POPMALINU;

— MOJTOTOBKOW JOJKHOCTHBIX JIMI] (COTPYIHHUKOB), OTBETCTBEHHBIX 3a
OpraHU3aIMI0 U OCYIIECTBICHUE MPAKTUUYECKUX MEPONPUSITUNA MO O00ECIEUCHUIO
6e3onacHoctu [1/]H 1 nporeccoB ux 06padoOTKH;

— HQJICJICHHUEM  KaXJ0ro COTpPyIHHMKA  (MOJB30BaTENsl) MHUHHMAIbHO
HEOOXOAUMBIMHU JUISl BBITIOJIHEHUS UM CBOUX (DYHKIIMOHAJIBHBIX O00sS3aHHOCTEH
MOJIHOMOYHSIMH TI0 TIOCTYNy K HHPOopMaIimoHHbIM pecypcam MB/IOY Ne §;

— YETKMM 3HAaHUEM U CTPOTUM COOJIOJICHHEM BCEMH II0JIb30BATEIISIMU
uHpopmanmonubix cucreM MBJIOY Ne 8 TpeboBaHmii OpraHu3allMOHHO-
pacnopsaIuTeNbHBIX JOKYMEHTOB [0 BOIpocaM oOecnedyeHus 0e30macHOCTU
uHdOpMaIuu;

— MEPCOHAILHOW OTBETCTBEHHOCTBIO 32 CBOM JEUCTBUS Ka)XIOr0 COTPYIHHUKA,
B paMKax cBOMX (YHKUMOHAIBHBIX OOSA3aHHOCTEW HMEIOIIET0 JOCTYN K
uHdopMmanroHHbIM pecypcam MBJIOY Ne §;

— HETMPEPHIBHBIM TOAJIEPKAHUEM HEOOXOJIMMOT0 YpPOBHS 3alllMIIEHHOCTH
AJIIEMEHTOB UH(DOPMAITMOHHON CpeIbI;

— NMpUMEHEHHWEM (PU3NYECKUX W TEXHHUYECKUX (IIPOrpaMMHO-aNNapaTHHIX)
CPEACTB 3alllUThl PECYPCOB CHCTEMBl UM HENPEPHIBHOM aIMHUHHCTPATHUBHOMN
MOAAEPKKON X UCTIOIb30BaHUS;

— 95(QGEeKTUBHBIM  KOHTPOJEM  HaJI  COOJIFOJACHUEM  IIOJIh30BaTEISIMU
WH(OPMAITMOHHBIX pecypcoB TpeOoBaHMII 1O oOecrneueHnuto Oe30MacCHOCTH
uH(popMaIny;

— ropuaudeckoi 3amutort naTepecoB MBOY Ne 8 npu B3auMoieiicTBun ¢
BHCIIHUMHU  OpPTaHU3alusIMH  (CBA3aHHOM C OOMeHOM wHdOpMaIuen) oT
MMPOTUBONPABHBIX JEUCTBHM, KAaK CO CTOPOHBI 3ITHUX OpraHU3alHil, TaK U OT
HECAaHKIIMOHWPOBAHHBIX JCHCTBUN 00CITYKHBAIOIIETO TIEPCOHAIA U TPETHUX JIHII.

5. I[Toctpoenue cucremsl, ooecrieueHre 6e3onacHoctu napopmarmu MBJIOY
Ne 8 u ee (yHKUMOHMpPOBAHHE JOJKHBI OCYIIECTBISTHCS B COOTBETCTBUU CO
CJEAYIOIMMHU OCHOBHBIMU MPUHIIUIIAMU

5.1. 3akoHHOCTH



[Ipennonaraer OCYIIECTBIEHUE 3alUTHBIX MEPONPUATUA U Pa3pabOTKy
cucteMbl Oe3zomacHoct wuHpopmanuu MBJIOY Ne 8 B cooTBeTcTBUU C
JEUCTBYIOIIMM 3aKOHOJATEILCTBOM B OOJACTH 3alUThl MHPOPMALMH, a TaKXKe
ApYrMX 3aKOHOAATENbHBIX aKTOB 10 Oe3omacHocTd uH(opmanuu PO, c
NPUMEHEHUEM BCEX JIO3BOJIEHHBIX METOJOB OOHAPYKEHHSI M MPECCUCHUS
MpaBOHApPYIIEHU Mpu pabote ¢ uHpopmarueil. [IpunsaTeie Mepbl 0e30MacHOCTU
[I/lH He JOJKHBI MPENATCTBOBATH JOCTYIY MPaBOOXPAHUTEIbHBIX OpPraHOB B
MPETYCMOTPEHHBIX 3aKOHOAATENLCTBOM CIyYasiX.

Bce  nonb3oBatenu — MHPOPMALMOHHBIX  CHUCTEM  JOJDKHBI ~ UMETh
npejcTaBieHne 00 OTBETCTBEHHOCTH 3a MPAaBOHAPYIICHHS B O0JACTH 3alUTHI
uHbOopMaLUu.

5.2.  CucreMHOCTh

CucteMHbI MOAXOA K TMOCTPOCHHUIO CHUCTEMbl 3alllMThl HH(OpMALUU B
MBJIOY Ne 8 mpenmnonaraeT ydet BCEX B3aMMOCBSI3aHHBIX, B3aUMOJICUCTBYIOIIUX U
U3MEHSIIOIINXCS BO BPEMEHHU 3JIEMEHTOB, YCIOBUH M (PAKTOPOB, 3HAYUMBIX IS
NOHMMAaHMS U pelieHus: mpooemMbl obecrieueHrs 0e30MacHOCTH HHPOPMALIHH.

[Ipu co3gaHum cuUCTEMBbl 3allMTHl JOJDKHBI YUWUTHIBATHCA BCE cladbie U
HaumboJee ysI3BUMBbIE MecTa HWH(MOPMAIMOHHBIX CHCTEM, a TaKXkKe XapakTep,
BO3MOXHBbIE€ OOBEKTHl M HaIpaBJICHUS aTaKk Ha HEe CO CTOPOHBI HapyIIMTENeH
(0c0OEHHO BBHICOKOKBATU(DHUIIMPOBAHHBIX 3JI0YMBIIIJIEHHUKOB).

Cucrtema 3amuThl TOJKHA CTPOUTHCA C YUYETOM HE TOJIBKO BCEX M3BECTHBIX
KaHaJIOB MPOHUKHOBEHHUS ¥ HECAHKI[MOHHUPOBAHHOTO JIOCTYyMa K MHGOPMAIIUH, HO U
C y4E€TOM BO3MOXXHOCTHU IMOSIBJICHUS MPUHLMIHAIBLHO HOBBIX MYTEW pealn3aluu
yrpo3 0€30MacHOCTH.

5.3. KowmmnekcHOCTb

KommuiekcHOe UCIONb30BAHUE METOIOB U CPEACTB 3AIIMTHl KOMITbIOTEPHBIX
CUCTEM IMPEIOIaraeT COrIaCOBAHHOE IPUMEHEHHE Pa3sHOPOIHBIX CPEICTB IpHU
IIOCTPOEHUM LIEJIOCTHOW CUCTEMBI 3AILUTHI, IEPEKPBIBAIOLIEH BCE CYIIECTBEHHBIC
(3HaUMMBIE) KaHAJbI peal3allii YIpo3 U He cojepxkaliell caabblXx MECT Ha CThIKaxX
OTIEIBHBIX €€ KOMIIOHEHTOB. 3alluTa JOJDKHA CTPOUTHCS 3SIIEIOHHPOBAHO.
Buemnsss  3amuTta  JoKHA — obecrieyuBaThCs  (PU3MUECKMMM  CPEACTBAMH,
OpraHU3allMOHHBIMU U IPABOBBIMU MEpPaMHU.

5.4. HenpepbIBHOCTD 3aIUTHI

Obecnieuenne 0€30MacCHOCTH MHGOPMAIMKM - TMPOIECC, OCYIICCTBISICMBIN
pykoBoactBoM MBJIOY Ne 8, amMuumcTpaTopom 0e30mMacHOCTH WHPOPMAIMHA U
COTPYyIHHKaMHu BCE€X YPOBHEH. DTO HE TOJBKO M HE CTOJBKO NpPOLEAypa WIH
MOJINTUKA, KOTOpas OCYLIECTBISIETCS B OIPEAEICHHBI OTPE30K BPEMEHH WIH
COBOKYITHOCTb CPEACTB 3aLIUThl, CKOJBKO MPOIECC, KOTOPBIA AOKEH MOCTOSHHO
uaTH Ha BceX ypoBHAX BHYyTpu MBJIOY Ne 8 m kaxIblidi COTPYIHHMK JOJDKEH
IpUHUMATh Y4YacTHE B 3TOM Ipouecce. JledareapbHOCTh MO 0OECIEUEHUIO
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MH(OPMAIIMOHHONW 0€30IaCHOCTU SIBJISIETCS COCTaBHOM YacThlO IOBCEIHEBHOU
nestenbHocth MBZIOY Ne 8. M ee 53(p¢deKTUBHOCTh 3aBUCUT OT y4dacTus
pykoBoactea MB/IOY Ne 8 B obecneueHun HHDOpPMAMOHHOW O€30MACHOCTU
MH(pOpMaLIUU.

Kpome Toro, G0JIbIMIMHCTBY (PU3MUECKUX U TEXHUYECKHX CPEJICTB 3alUTHI
st 3 (PEKTUBHOTO BBIMOIHEHUS CBOMX (QPYHKUUMH HEOO0XOJuMa MOCTOSHHAs
opraHu3alMoHHas (aJMUHUCTPATUBHAs) TOJAJEpPKKa (CBOCBpEMEHHAs CMEHa W
o0OecrieyeHue TMPaBWIBHOTO XpaHEHUsT U TNPUMEHEHHUS HMEH, MapoJiei,
nepeornpeaeieHie noaHoMouud u T.1.). IlepepbiBbl B paboTe CpPEACTB 3alIUThI
MOTYT OBITh HCIOJb30BAaHbl 3J0YMBIIUICHHUKAMU JJis aHaiu3a NPUMEHSIEeMbIX
METOJIOB M CPEACTB 3alllUThI, JJI BHEIPEHHS CIEUUATIbHBIX MPOrPaMMHBIX U
anmnapatHbIX "3aKi1afoK" U APYTUX CPENICTB NPEOAOJICHUS 3aAIIUTHI.

5.5.  CBOEBpPEMEHHOCTb

[Ipennonaraer ynpexzaarouiuii xapakrep mep obecriedeHusi 0€30MacHOCTH
uH(pOpPMAIINH, TO €CTh MOCTAHOBKY 3a/1a4 MO KOMIUIEKCHOM 3aIuTe HHPOPMaLUK U
peanuzanuio Mep obecrieueHrs 0€30MacHOCTH MH(MOpPMAIMU Ha PaHHUX CTaJMIX
pa3paboTK1 HH(POPMAIMOHHBIX CUCTEM B II€JIOM U UX CUCTEM 3alIUThI, B YaCTHOCTH.

Pa3paboTka cucTembl 3alIMTHI JOHKHA BECTUCH MapajuIeNIbHO C pa3pabOTKOM
U PAa3BUTHEM CaMUX 3allUIIAaeMbIX HH(OPMALMOHHBIX CHCTEM. OTO IO3BOJIUT
ydecTb TpeOoBaHUS O€30HMaCHOCTU IpPU MPOEKTHUPOBAHUM apXUTEKTYypbl U, B
KOHEUHOM cueTe, co3aaTh Oosiee a3 (eKTuBHbIE (KaK IO 3aTpaTaM pecypcoB, Tak U
10 CTOWKOCTH) CUCTEMBI, 00JIa/1al011eE JOCTATOYHBIM YPOBHEM 3aILUIIIEHHOCTH.

5.6. IlpeeMCTBEHHOCTbH U COBEPLICHCTBOBAHHE

IIpennonaraer MOCTOSHHOE COBEPIIEHCTBOBAHME MEpP M CPEICTB 3allUThI
UHPOpMAIMM Ha OCHOBE IPEEMCTBEHHOCTH OPTraHU3alMOHHBIX M TEXHUYECKUX
pellleHuH, KaJpoBOrO COCTaBa, aHajdu3a (YHKIMOHUPOBAHUS HH(POPMAIIMOHHBIX
cucteMm MBJOY Ne 8 u cuctembl UX 3allUThl C YY€TOM M3MEHEHUN B METOAaX U
CpeacTBax TmepexBara HWH(GOpMallMM, HOPMATHBHBIX TpeOOBaHWN MO 3aIlIWTE,
JOCTUTHYTOT'O OT€YECTBEHHOI'O U 3apyOEKHOI0 OIbITa B 3TOM 00J1aCTH.

5.7. PazymHas 1oCcTaTOYHOCTH (IKOHOMHYECKAS 11€IeCO00Pa3HOCTB)

[Ipennonaraer cOOTBETCTBHE YPOBHS 3aTpaT Ha oOecriedeHue 0e30macHOCTH
uHpOpMaAIMU LIEHHOCTH WH(GOPMAIMOHHBIX PECYPCOB M BEIUYHMHE BO3MOXKHOTO
yiiepbda OT HMX pas[VIallleHds, YTpaTbl, YT€YKH, YHUUTOXKEHUS M HCKAKECHUS.
Hcnonp3yemble Mepbl U CpencTBa o0ecnedeHnus 0e30MacHOCTH MH(OPMAIMOHHBIX
pECypcoB HE JIOJDKHBI 3aMETHO YXYAIIATh 3PrOHOMHMYECKHE MOKa3aTeau padoThI
KOMIIOHEHTOB MH(POPMAIIMOHHBIX CUCTEM. M3nuiiHue Mepbl 6€301MacHOCTH, TOMUMO
HKOHOMUYECKOW HEIPPEKTUBHOCTH, NPUBOAAT K YTOMJICHHIO U DPa3ApaKCHHIO
NepcoHaIa.



Coznate aOCOJIIOTHO HENPEOJOIMMYI0 CUCTEMY 3allUThl MPUHLHUINAAIBHO
HeBO3MOXHO. [loka mHpopManus HaxoauTCAd B OOpalllEeHUH, TPUHUMAEMbIE MEpPBI
MOTYT TOJIKO CHU3UTh BEPOSITHOCTh HEraTUBHBIX BO3ACHCTBUN WK ymepO OT HUX,
HO HE HCKJIIOYUTh HMX NOJHOCTBHIO. I[Ipy O0OCTaTOYHOM KOJIMYECTBE BPEMEHH U
CPEICTB BO3MOXHO MPEoAosieTh Jo0yo 3amury. I[loaToMy wHMeeT cMbICI
paccMaTpuBaTh HEKOTOPBIM MPUEMIIEMBIH YpOBEHb OOecredeHHs Oe30MaCHOCTH.
BricokoaddexTrBHAs cucTeMa 3aluThl CTOMT JOpPOro, UCIOJIb3yeT Mpu padbote
CYLIECTBEHHYIO YaCTh PECYPCOB M MOKET CO3AaBaTh OILYTHUMBIE JOMOIHUTEIbHBIE
Hey/oOCTBa IMOJb30BaTENsIM. BakHO MpaBUIIbHO BBIOpAaTh TOT JOCTATOYHBIN
YPOBEHb 3alllUThI, NMPU KOTOPOM 3aTpaThl, PUCK U pa3MeEpP BO3MOXKHOTO yuiepOa
ObLITM OBl TPUEMIIEMBIMHU.

5.8. IlepcoHanbHasi OTBETCTBEHHOCTh

[Ipennonaraer BO3j10KE€HUE OTBETCTBEHHOCTH 3a o0OecreueHne 0e30MacHOCTH
uH(OpMaIMK U CUCTEMBI MX OOpPa0OTKM Ha Ka)XJOTO COTPYIHHMKA B Mpelesiax ero
NOJHOMOYUUA. B COOTBETCTBUM C A3TUM NPUHIIMIIOM paclpeiesieHue MpaB HU
00s13aHHOCTEW COTPYIHUKOB CTPOUTCS TakKUM 00pa3oM, uToObI B cilydae JIt000To
HapyIIeHHs KPYT BAHOBHUKOB OBLT YETKO U3BECTCH WIH CBEJICH K MUHUMYMY.

5.9. Munumuzanus NOIHOMOYHUN

O3HayvaeT mpenocTaBiIeHUE MOJIb30BATEISIM MUHUMAIBHBIX MPaB JOCTYIa B
COOTBETCTBHM CO CIIYEOHOW HE00X0oAuMocThio. JlocTyn K MHpOpMaluH TOJDKEH
NPEOCTaBIATECS TOJBKO B TOM Cily4ae M 00beMe, €eClIM 3TO HeoOX0IUMO
COTPYIHUKY JIJIS1 BBITIOJIHEHUS €r0 JOJKHOCTHBIX 00s3aHHOCTEH.

5.10. Uckmrouenue koH}MKTa HHTEPECOB (pazaeiacHue GyHKIIHM)

DddexTuBHas cucTeMa odecreueHuss THHOPMAITMOHHON O€301TaCHOCTH
IpEeIoaraeT YeTKoe pasejeHue 00a3aHHOCTEH COTPYAHUKOB U UCKITIOUEHUE
CUTYallUii, Kora cepa OTBETCTBEHHOCTH COTPYIHUKOB JOMYyCKaeT KOHMIUKT
uHTepecoB. Cepbl MOTEHIINATBHBIX KOHPIUKTOB JOKHBI BBISBISATHCA,
MUHUMU3HPOBATHCS, U HAXOUTCS MO/ CTPOTUM HE3aBUCHUMBIM KOHTPOJIEM.
Peanuzanust naHHOTO MPUHITUIIA TPEIIOIATAET, YTO HE OJIMH COTPYAHHUK HE JOJKEH
UMETh TTOJIHOMOYHIA, TTO3BOJISIONINX €My €TUHOJIMYHO OCYIIECTBIIATH BHITIOTHEHHUE
KPUTUYHBIX oreparnuid. Hajenenne coTpyHUKOB MTOJTHOMOYHSIMU, TIOPOKIAIOIIIMU
KOH(MDIJIUKT UHTEPECOB, TACT €My BO3MOKHOCTD MOATACOBBIBATH HH(OPMAITHIO B
KOPBICTHBIX LEJISX WA C TEM, YTOOBI CKPBITh MPOOJIEMBI WJIH TTIOHECEHHBIE YOBITKU.
JIJist CHYDKEHUS pUCKa MAHUITYTUPOBAaHUS HHPOPMAIIUEH U PUCKA XUIIEHUS, TAKHE
MTOJITHOMOYHS JTOJDKHBI B MAKCUMAJIBHO BO3MOYKHOM CTETICHU OBITHh Pa3/ieNICHbI MEXKTY
Pa3TUYHBIMU COTPYAHUKAMHU WU TIOJIpa3aeicHusiMu Y npasienns. Heo6xoaumo
MIPOBOJUTH IEPHOIUIUECKUEC TTPOBEPKU 00SI3aHHOCTEH, (PYHKIIMI U 1eITeTLHOCTH
COTPYIHUKOB, BBITTOTHSIONIUX KITIOYEBbIE (DYHKITUH, C TEM, YTOOBI OHU HE UMEITN
BO3MOXHOCTH CKPBIBaTh COBEPIIEHUE HEMPABOMEPHBIX eicTBU. Kpome Toro,
HE0OX0ITMMO TPUHUMATh CIIEITUATBHBIC MEPHI 110 HEAOMYIICHHIO CTOBOPA MEXKTY
COTPYIHUKAMHU.



5.11. BzaumopeicTBHUE U COTPYTHUUECTBO

[Ipennonaraer coznanue OnaronpusTHo atMocgepsl B kowektuse MB/I0Y
Ne 8. B Takolt 00CTaHOBKE COTPYIHHKUA JOKHBI OCO3HAaHHO COOJIOJATH
YCTaHOBJICHHbIE MPABUJIA U OKa3bIBATh COACHCTBUE AEATEIBHOCTH aJMUHUCTPATOPA
6e3omacHOCTU UH(OpMALUK.

Baxxubim snemeHTOM 3G (EeKTUBHON cHUCTeMbl oOecnedeHHs] 0e30MacHOCTH
unpopmarimn B MBJIOY Ne 8 sBnsercs BbICOKas KyJabTypa pabOThl C
unpopmanmeii. PykoBoactso MBJIOY Ne 8 HeceT OTBETCTBEHHOCTb 3a CTPOTO€
COOJII0JIEHNE ATHUYECKUX HOPM U CTaHAApTOB MNPOdECCHOHATIBLHON N1eATeIbHOCTH,
NOTYEPKUBAIOIIEH M JAEMOHCTPUPYIOIIEH MEpCcCOHany Ha BCEX YPOBHAX BaXKHOCTb
oOecrieuenusi uHpopmarronnot 6eszomacuoctt MBJIOY Ne 8. Bee cotpyanuku
MBJIOY Ne 8 nomkHBI TOHMMATh CBOK pOJIb B Tpollecce OOeCTeUCHUs
UH(POPMAIIMOHHOM O€30MacHOCTM W MPUHUMATh Y4YacTHE B H3TOM IpoIiecce.
HecmoTpss Ha TO, uTO BBICOKas KyJabTypa oOecrneueHus HHPOPMAIMOHHON
0e30MacHOCTH HE TapaHTHPYET AaBTOMATHYECKOro JOCTHIXKEHUS LeJeH, ee
OTCYTCTBHUE CO3/1a€T OOJIbIIIE BOBMOXHOCTEH ISl HapyIIeHUs] 0€30MacHOCTH UM HE
oOHapy>keHus (PakToB ee HAPYIICHUS.

5.12. I'nOKOCTBH CUCTEMBI 3AIIUTHI

Cuctema oOecrieueHuss WHOOPMAIIMOHHOW O€30MAaCHOCTH JIOJDKHA OBITh
Croco0OHa pearupoBaTh Ha U3MEHEHMsI BHEIIHEH cpeiibl U YCIOBHUI OCYIIECTBICHHUS
VYrpaBieHuem cBOeH 1eITenbHOCTH. B 4nciio Takux u3MeHEeHUN BXOISIT:

— W3MEHEHUS OpraHU3aIMOHHON U mTaTHOU CTPYKTYphl MBJIOY Ne §;
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— W3MEHEHHUE CYIICCTBYIOIIMX WM BHEJIPEHUE MPUHIIMIUATIBLHO HOBBIX
MH()OPMAIIMOHHBIX CUCTEM;

— HOBBIEC TEXHUYECKUE CPENICTBA.

CBOMCTBO TMOKOCTU CUCTEMBI oOecrieueHus: THHOPMAIMOHHOM O€30MacCHOCTH
n30aBIseT B TAaKUX CUTYalUsAX OT HEOOXOJUMOCTH MPHUHATHS KapJAUHAIBHBIX MEp
10 MOJTHOM 3aMEHE CPEJICTB U METOJIOB 3aIlUThl HA HOBBIE, UTO CHUKAET €€ OOIIYIO
CTOUMOCTb.

5.13. OTKpBITOCTH AITOPUTMOB U MEXAHU3MOB 3aIIUTHI

CyTbh NpUHIHMA OTKPBHITOCTA AJITOPUTMOB M MEXAaHU3MOB 3alIUThI COCTOUT B
TOM, 4YTO 3alllUTa HE JODKHA O00ECHedYMBATHCA TOJIBKO 3a CYET CEKPETHOCTH
CTPYKTYpHOW OpraHu3alid W ajJropuTMOB (YHKIIMOHUPOBAHUS €€ MOJICUCTEM.
3HaHuE aJITOPUTMOB PAOOTHI CUCTEMBI 3allUTHI HE JJOJDKHO J1aBaTh BO3MOKHOCTH €€
npeosioeHus (axke aBTopam). DTo, OJHAKO, HE O3HaudaeT, 4to MHbopmanus 00
UCITOJIB3YEMBIX CUCTEMAaX U MEXaHU3MaXx 3alUThl JJOJDKHA OBITh 00IIET0CTYITHA.

5.14. TIpocTtoTa mpuMEHEHUS CPEACTB 3alUTHI

MexaHuU3Mbl U METOJIBI 3alUTHI JIOJDKHBI OBITh MHTYWUTHUBHO TOHSTHBI H
POCTHl B UCIOJIb30BaHUU. [IprMeHeHne cpe/icTB U METOJOB 3alllUTHI HE JIOHKHO
OBITH CBSI3aHO CO 3HAHWUEM CIICIIUATBHBIX S3BIKOB WJIM C BBHITIOJTHEHUEM JCHCTBHM,
TpeOyIONMX 3HAYUTENBHBIX JOMOJHUTEIbHBIX TPYyI03aTpaT Mpu OOBIYHON paboTe
3aperuCTpUPOBAHHBIX TMOJb30BAaTENEH, a Takke He JIODKHO TpeboBaTh OT
MI0JIb30BATEIsl BHITIOJIHEHUSI PYTUHHBIX MAJIOMOHSATHBIX €MY OTepallnii.

5.15. O6G0CHOBaHHOCTb U TEXHUYECKAS PEATU3YEMOCTh

NudopmarinonHple TEXHOJIOTHUH, TEXHUYECKHE M TMPOTrpaMMHBIE CpECTBa,
CpeIcTBa M MeEphl 3allUThl HH(POPMAIUU JOJDKHBI OBITh peaTn30BaHbl Ha
COBPEMEHHOM YpPOBHE Pa3BUTHS HAYKH U TEXHUKH, OOOCHOBAHBI C TOYKHU 3PEHUS
JOCTIKEHHUST 3aJJaHHOTO YPOBHSI 0O€30MaCHOCTH HH(OpPMAIUM M HKOHOMHYECKOM
11eJIeCO00Pa3HOCTH, a TAKKE JOJKHBI COOTBETCTBOBATH YCTAHOBIEHHBIM HOpMaM U
TpeOOBaHUAM 1O O€30MacHOCTU WH(OpPMAITUH.

5.16. Cnernmanuzaius 1 mpodeCCUOHATN3M

[Ipenmonaraer mpuBieUYeHHEe K pa3pabOTKe CPEICTB W peaju3alud Mep
3amuThl  WHPOPMAIMM  CICNHMATM3UPOBAHHBIX  OpraHu3anuii,  Haumbosee
MOATOTOBIICHHBIX K KOHKPETHOMY BHUIY JCSITEIBHOCTH 10 00eCIeueHuto
6e3omacHOCTH WH(MOPMAIIMOHHBIX PECYPCOB, HMMEIONINX OMNBIT MPAKTHYECKOU
paboThI ¥ TOCYIapCTBEHHYIO JIMIICH3UIO HAa TPABO OKa3aHUS YCIYT B 3TOW 00JaCTH.
Peanuzanmst aqMUHUCTPATHUBHBIX MEpP M JKCIUTyaTalUsl CPEACTB 3aIUTHl JTOJDKHA
OCYIIECTBIISITHCS npodeccruoHanbHO MOTOTOBIICHHBIMHU CHEIUATICTAMHU
YnpasneHus.

5.17. O06s3aTeNbHOCTH KOHTPOJIS
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[Ipeanonaraer 00s3aTE€ABHOCTH U  CBOEBPEMEHHOCTh  BBISIBICHUS U
MPECEUYEHUsl TOMBITOK HAPYIIEHUS YCTAHOBIEHHBIX MpaBujl, oOecreYeHus
0e30macHOCTH MH(OpPMAIINKU, HA OCHOBE MCIOJIb3YEMbIX CUCTEM M CPEJICTB 3alUThI
nHpopMaly, TPU COBEPIICHCTBOBAHUU KPUTEPUEB U  METOJOB  OIEHKHU
3 PEKTUBHOCTHU ITUX CUCTEM U CPEJICTB.

Kontponbs 3a nesITeNbHOCTHIO JIFOOOTO TMOJIB30BAaTENsl, KaXIOr0 CpelcTBa
3alIUThl M1 B OTHOIICHUM JIOOOro OOBEKTa 3aIllUTHI JIOJKEH OCYIIECTBISITHCS Ha
OCHOBE TPUMEHEHHUSI CPEJICTB OMEPATUBHOTO KOHTPOJISI U PETUCTPALUU U JIOJDKEH
OXBaThIBaTh KaK HECAHKIIMOHUPOBAHHBIC, TaK M CAHKIIMOHUPOBAHHBIC JCHCTBUS
II0JIb30BATENIEH.

Kpome Toro, nsddexruBHas cucrtema obecrieueHuss WHOOPMAIMOHHON
0e30macHOCTU TpeOyeT HaJIMuYMs aJeKBAaTHOM M BCeOOBEMIIONIEH WH(OpMamuu o
TEKYIIEM COCTOSSHUHM TMIPOIECCOB, CBSI3aHHBIX C JBWXKEHUEM HWHopManuu u
CBEJICHUN O COOJIOJICHUM YCTAHOBJICHHBIX HOPMATHUBHBIX TPEOOBAHUM, a TaKkKe
JOTIOJIHUTENIbHOW HWH(GOPMAIlK, HUMEIONIEH OTHOIIEHHWE K NPUHATHIO PEIICHUM.
Nudopmarus momkHa OBITH HAACKHOM, CBOEBPEMEHHOM, JOCTYITHONW U MPAaBUIBLHO
0(OpMIICHHOM.

Henocratku cucremsr obOecniedeHus HWHPOPMAIIMOHHON 0€30MacHOCTH,
BbIsABJICHHBIE coTpyaHukamMu MBJIOY No 8, nomxHBI HEMEIJIEHHO JOBOJIUTHCS IO
ceeaenua pykoBogutesnss MBJIOY Ne 8 u omepaTuBHO ycTpaHAThCA. Bompochl,
KOTOphIE  KaXYTCS  HE3HAYUTENbHBIMU,  KOTJa  OTACJIbHBIE  MPOIIECCHI
paccMaTpHUBAIOTCS HW30JUMPOBAHHO, MPU PACCMOTPEHUU UX HapSAy C APYTUMH
acmeKTaMU MOTYT YKa3aThb Ha OTPHIIATENIbHBIE TEHICHIIUHU, TPO3SIINE NEPepacTy B
KPYIHbIE HEAOCTATKH, €CJIM OHU HE OyIyT CBOEBPEMEHHO YCTPAHEHBI.

6. Mepsl obecrieueHust ”HGOPMAITMOHHOM 0€301MacHOCTH

Bce mepnl obecnieuenus 6e3onacHocti nHPopManmoHHbix cuctem MB/IOY
Ne 8 moapaznenstorcs Ha:

6.1. 3akoHomarenbHBIC (TIPABOBBIC) MEPHI 3AIIUTHI

K mpaBoBbIM MepaMm 3alMTBl OTHOCSTCS JNEUCTBYIOIIHUE B CTpPaHE 3aKOHBI,
yKa3bl W HOPMATUBHBIE aKThI, pPETJIAMEHTUPYIOIIHE TpaBujia OOpalmieHus ¢
uHdopmarmeit,  3aKperifimue  1paBa M O0SA3aHHOCTH  YYaCTHHKOB
MH(OPMAITMOHHBIX OTHOIICHWI B Tpollecce X 0OpaOOTKHM W HUCIHOJIB30BaHUS, a
TaK)Ke YCTaHABIMBAIOIME OTBETCTBEHHOCTH 32 HAPYIICHHsI THX TpaBuil. [IpaBoBbie
MEpBI 3aIUTHl HOCAT B OCHOBHOM YIPEKIAIOIINMA, MPOPIITAKTHISCKUN XapaKkTep U
TpeOyIOT TIOCTOSHHOW  Pa3bsICHUTEIBHOW  paboThl C  TOJB30BATEISIMU U
00CITy)KUBAIOIINM TIepcoHaioM nHpopManuoHHbIX cucteM MBJIOY Ne 8.

6.2. MopanbHO-3THYECKHE MEPHI 3aITUTHI

K MopanpHO-3>THYECKMM MepaM OTHOCATCSI HOPMBI TOBEACHUS, KOTOpbIC
TPAAUIMOHHO CJOXWINCh WM CKIAJBIBAIOTCS TI0 MEpe paclpoCTpaHECHUSs
MH(QOPMALIMOHHBIX TEXHOJOTUWA B OOIIECTBE. DTH HOPMBI OOJIbIIEH YacThiO HE
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ABJIAIOTCSL 00S3aTE€IBbHBIMHU, KAaK 3aKOHOJATEIbHO YTBEPKIACHHbIE HOpPMATHBHbBIE
aKTbhl, OJHAKO, MX HECOOJIIOJICHHE MOXET MPUBECTH K IMaJCHUI0 aBTOPUTETA,
ImpecTka d4esoBeka, rpynnbel gun wid MB/JIOY Ne 8 B menom. MopanbHo-
ATUYECKUE HOPMBbI OBIBAIOT KaK HEIMUCAHbIE, TAK U NMHCAHbIE, TO €CTh 0(OPMIICHHBIE
B HEKOTOpPHBIN cBOJ (yCTaB) MpaBUJI WU MPEANUcaHuil. MopaibHO-3THYECKHUE MEPBI
3alUTHl SIBISIIOTCA MPOPUIAKTUYECKUMU U TPeOYIOT MOCTOSHHOW paboThl IO
CO3JaHMIO 3JI0POBOT'O MOPAJIBHOTO KJIMMAaTa B KOJIJIEKTUBE.

6.3. TexHOJIOrMYECKHUE MEPHI 3aAIUTHI

K nanHoMmy Buay Mep 3alIuThl OTHOCSITCS PA3HOIO poOja TEXHOJOTHYECKHE
pelIeHusT W TPUEMbI, OCHOBAaHHbIE HA HCIOJb30BAaHUU HEKOTOPHIX BHJIOB
U30BITOYHOCTU (CTPYKTYPHOU, (PYHKIIMOHATBEHOW, HH(POPMALIMOHHOM, BPEMEHHOHN U
T.I.) U HANpaBJIE€HHbIE HA YMEHbILIEHHE BO3MOXXHOCTU COBEPILICHUS COTPYIHUKAMU
OLIMOOK M HapYIICHUI B paMKax MPeJOCTABICHHBIX UM MPaB U MOJTHOMOYHIA.

6.4. OpranuzandoHHbIe (aIMUHUCTPATUBHBIE) MEPHI 3aLTUTHI

Opranu3anuonHbie (aJIMUHUCTPATUBHBIC) MEPbl 3aIMUTHI - 3TO
MEpBbl OPraHU3alMOHHOTO  XapaKTepa, pPerjJaMeHTUPYIOIINE MPOIeCChl
(GYHKIIMOHUPOBAHUS CUCTEMbl 00pa0OTKH MH(GOPMALIMH, UCTIONH30BAHUE €€
PECYPCOB, ACATEIBHOCTh 00CTYKUBAIOIIETO MEPCOHANIA, a TAKKE TOPSAIO0K
B3aMMO/IEUCTBHUS M10JIb30BATENIEH C CUCTEMON TaKUM 00pa3oM, YTOObI B
HauOoJIbILIEH CTENEHU 3aTPYAHUTD UM UCKIIIOUUTH BO3MOKHOCTh pealln3aliuu
yrpo3 6€30IacHOCTH WM CHU3UTh pa3Mep NOTEph B ClIydae UX peau3aluu.

6.5. dopmupoBaHHe TOTUTUKU 0€30I1ACHOCTH

['maBHas 1nenp agMUHHCTPATHUBHBIX MEp, NPEANPUHHMAEMBbIX Ha BBICHIEM
yIPaBICHYECKOM YypOBHE - c(OpMHUpOBaTH IOJHMTHKY B 00JacTH obOecredeHus
Oe3omacHocTH MHGOPMAIMK (OTPaXKaIIIYI0 MOAXOJbl K 3amuTe MH(popManuu) u
o0ecneunTh €€ BBINOJIHEHUE, BbLACAS HEOOXOAMMBIE PECYPChl U KOHTPOJIUPYS
COCTOSIHME JIEJI.

C mnpakTHuecKol TOYKHA 3pEHHUs TMOJUTHKY B 00JacThd oOecreYeHHs
6e3onacHoctu uHpopmarmu B MBJIOY Ne 8 mnenecoobpasno pa3Outh Ha aBa
ypoBHA. K BepxHEMY ypOBHIO OTHOCATCS PEUIEHUS PYKOBOJCTBA, 3aTPAarvMBaroIlIHe
nesarenbHocTh MBJIOY Ne 8 B nenom. Ilonutuka BepXHEro ypoOBHS AOJIKHA YETKO
O4YepTUTH c(hepy BIUSHUS U OTPAHUUYEHUS NPHU ONpeAeNeHUH Iiesieil 6€30MacHOCTH
uHpOpMaIH, ONPEIEINTh KaKUMH pecypcamMu (MaTepuajIbHBIMHU, CTPYKTYPHBIMHU,
OpPraHM3allMOHHBIMU) OHU OYIyT IJOCTUTHYTBI, U HAWTH pa3yMHBI KOMIIPOMHCC
MEX/1y IPUEMIIEMBIM YPOBHEM 0€30MacCHOCTH U (PYHKIIMOHATIBHOCTHIO.

[lonmuTka HWKHErOo YpPOBHSA, OIpenenseT MpoueAypbl, U TpaBuia
JOCTUKEHUS LEeNe U pellieHns 3a1ad 0€30MacHOCTH MH(POPMALIUU U IETATU3UPYET
(pernaMeHTHpYET) 3TU IpaBUJIA:

— KakOBbI POJM M OOS3aHHOCTH JIOJDKHOCTHBIX JIMI[, OTBEYAroOIIHe 3a
MPOBECHUE MOTUTUKHN 0€30IaCHOCTH MH(POpMALINH;
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— KTO HMMEET IpaBa JO0CTyNa K WH(OpMaluu, KTO U MPU KAKUX YCIOBUSAX
MOXET YUTaTh U MOAUGUIIMPOBATH UH(OPMALIMH U T. 1.

[TonuTrka HUKHETO YPOBHS JOJKHA:

— IpeaycMaTpuBaTh periaMeHT MH(OPMaIIMOHHBIX OTHOUIEHUM,
HCKJTIOYAIOIINX BO3MOHOCTb MPOU3BOJIbHBIX, MOHOIIOJIBHBIX 17810
HECAHKIIMOHUPOBAHHBIX JACHCTBUI B OTHOIICHUH MH()OPMALIUOHHBIX PECYPCOB;

— ONpEAeNATh KOAIMIMOHHBIE W HWEPAPXUUYECKUE TMPUHIMUIIBI U METOJbI
pa3zielieHHs CEKPETOB U pa3rpaHUyEHUs 10CTyIa K HHGOpMaIuu;

— BBIOUpATH MPOTPAMMHO-TEXHUYECKUE (anmapatHbIe) cpeacTna
npotuBoaeiictBus HCJI, ayreHtudukanuu, aBTOpU3alUHd, HIACHTHU(PUKAIUUA U
JIPYTUX 3alIUTHBIX MEXaHU3MOB, 00ECIEUMBAIONINX TapaHTUU peaM3alluy MpaB U
OTBETCTBEHHOCTH CyOBEKTOB MH(DOPMAIIMOHHBIX OTHOIIICHUA.

6.6. PernamenTtanus 1octyna B IOMEIICHUS

KomnonenTsl WHGOPMAIMOHHBIX  CUCTEM  JIOJDKHBI  pa3MeIIaThCcsl B
MOMEIIEHUAX, HAXOJSIIMXCS TOJ OXPaHOW WIM HaONIOJCHUEM, HCKIIOYAIOIINM
BO3MOXKHOCTb O€CKOHTPOJIBHOTO MTPOHUKHOBEHUSI B TIOMEIICHUSI TTOCTOPOHHUX JIUIL
U 00ecreynBarUM (PU3HMYECKYI0 COXPAHHOCTh HAXOJAIIMUXCS B TOMEIICHUU
3alIMIIAaeMbIX pecypcoB (mokyMeHToB, APM u T1.1m.). YOopka Takux MOMEIIeHUN
NOJIKHA MPOU3BOJUTHCS B MPUCYTCTBUU OTBETCTBEHHOTO COTPYIHHMKA, 3 KOTOPHIM
3aKperieHbl JaHHbIE KOMIIOHEHTHI, C COOJIIOJICHHEM Mep, MCKIIOYAIOIIUX JOCTYII
MOCTOPOHHHUX JIMII K 3alTUIIIaeMbIM HHPOPMAIIMOHHBIM PECYPCaM.

Bce nocTopoHHuE mnMIa [OMYCKAKOTCA B IMOMELIEHHS C KOMIIOHEHTaMU
MH(POPMAIIMOHHON CUCTEMBI TOJIBKO B IPUCYTCTBUU COTPYAHUKOB Y TIpaBICHUS.

[lo oxoHwyanum paboyero [HA, TOMEIIEHUS, B KOTOPBIX pPa3MENIAloTCs
KOMIIOHEHTHl MHpopManmoHHbIX cucteM MBJIOY Ne 8, moikHbl 3amupartbes Ha
KJTFO4, 110 BO3MOKHOCTH OIE€YaThIBAThCS.

B cnydae ocHamieHusi MOMEIIEHUN CPEACTBAMU OXPAHHOM CHUTHAJIW3alUH, a
TaKX€ aBTOMATU3UPOBAHHOW CHUCTEMOW IIPHUEMA U PErMCTPALlMM CUTHAJIOB OT 3TUX
CpPEACTB, IIpUEM-CAaya TAKHUX IIOMEUICHUM II0J OXpaHy OCYIIECTBISIETCS Ha
OCHOBaHUH CIIECIIMATIFHO pa3padaThIBAEMON HHCTPYKIIUH.

6.7. PermamenTarus JIOITyCKa COTPYIHUKOB K HCIOJIB30BAHUIO
WH(OPMAITMOHHBIX PECYPCOB

B pamkax pa3pemuTenbHON CUCTEMBI (MATPUILbI) JOCTYNAa YCTAHABIMBAECTCS:
KTO, KOMY, KaKyt0 HH(POpPMAIMIO U JJI1 KaKOro BUJa JOCTYIAa MOXET MPEIOCTABUTh
Y NP KAKUX YCIOBUSX.

Jlommyck momnp30oBateneit kK pabore ¢ HHPOPMAITMOHHBIMUA CUCTEMAaMH M TIOCTYTI
K HUX pecypcaM JOJDKEH OBbITh CTpOro persiameHTupoBaH. JIroOble W3MEHEHUs
COCTaBa M IIOJHOMOYHMU MOJIb30BATENEH MOJCUCTEM JOJDKHBI IPOU3BOJIUTHCA
YCTAHOBJIEHHBIM MOPSIAKOM.
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YpoBeHb IIOJTHOMOYUH KaXxJ10ro [10JIb30BaTENs oIpeneIsercs
WHJMBHUYaIIbHO, COONIIOAAs CIAEAYIONINE TpeOOBaHUS:

— KaXblil COTPYIHUK MOJB3YETCS] TOIBKO MPEANUCAHHBIMU €My MpaBaMu Mo
OTHOIIEHUIO K MH(OpPMAIINH, C KOTOPBIMU €My HeoO0xo/iuMa paboTa B COOTBETCTBUU
C JOJDKHOCTHBIMHU 00s13aHHOCTSIMU. Paciivpenue npaB JOCTyIa U NPeIOCTaBICHHE
JocTyna K JIONOJHUTENbHBIM HH(POPMALIMOHHBIX pecypcaM, B 00s3aTebHOM
MOpSAJIKE, JOJDKHO  COIJIACOBBIBAaThCS €  aJIMUHHUCTPATOPOM  0€30MacHOCTU
uH(popMaLny;

— pykoBoautens MBJIOY Ne 8 umeer mpaBa Ha mpocMOTp HH(pOpMaLIUU
CBOMX TOJYMHEHHBIX TOJBKO B YCTAaHOBJIEHHBIX MpeJliesiax B COOTBETCTBUU CO
CBOMMH JIOJDKHOCTHBIMH OOSI3aHHOCTSMH.

Bcee corpynnukn MBJAOY Ne 8 u oOciyKuBalomUid NEPCOHAN, TOJIKHBI
HECTU TEPCOHAJIBHYIO OTBETCTBEHHOCTh 3a HApyLIEHHs YCTAHOBJIEHHOTO MOpPSIKa
o0paboTku uHGOpMALMM, TPABUI XpaHEHUS, WCIOJNb30BAHUS U Tepeaadyu
HaXOJAIIUXCA B WX PACHOPSIKCHUU 3alUIAeMbIX PECypcoB cUCTeMbl. Kaxkmbrit
COTpyIHUK (TIpu mpueme Ha paboTy) HOJHKEH MOJANMUCHIBATH 0053aTENbCTBO O
COOJIIOJICHUN W OTBETCTBEHHOCTH 3a HapyIIEHHWE YCTAHOBJIEHHBIX TPEOOBaHUU MO
coxpanennto nHpopmaruu MBJIOY Ne 8.

O6pabotka I1[In B xoMrmoHeHTax uHpopMaIrmoHHbIX cucteM MBJIOY Ne 8
NOJKHA TMPOU3BOJUTHCS B COOTBETCTBUM C YTBEPKICHHBIMH TEXHOJOTHMYECKUMH
UHCTPYKIUSMH.

6.8. Permamentamus mpoueccoB  OOCIYXHBAaHUS U OCYIIECTBICHHUS
MOIU(UKAIIMY alllapaTHBIX U MPOTPAMMHBIX PECYPCOB

B 1menax nmopmepkaHus — pexuMa  HMH(POpPMAIMOHHOW — 0€301acHOCTH
anmapaTHO-TIporpaMMHasi KOH(UTrypalus aBTOMAaTU3HUPOBAHHBIX pabOYUX MECT
COTPYAHUKOB YTpaBi€HUS, C KOTOPhIX BO3MOXKEH JOCTYyNl K pecypcam
MH(GOPMAIIMOHHON CHCTEMBI, JIOJKHA COOTBETCTBOBATH KPYry BO3JIOKEHHBIX Ha
JAHHBIX TIOJb30BaTeNel () YHKIIMOHATBHBIX 00s13aHHOCTEH.

B kommoHeHTax uWH(MOPMAIIMOHHOW CHUCTEMBI W Ha paboymx MecTax
MOJIb30BATENIC JOJKHBI YCTAHABIMBATHCS U MCIOJIb30BATHCS JIUIEH3MOHHBIC
MIpOrpaMMHbIE CPEJICTBA.

6.9. OGecmeyeHne U KOHTPOJh (DU3UIECKOMN IETOCTHOCTH (HEM3MEHHOCTH
KOH(HUTypanun) anmapaTHbIX PECYpCOB

O6opynoBanre WHPOPMAIMOHHBIX CHCTEM, HCIOJIB3YEMOE I JIOCTYyINa U
XpaHeHusi uH}oOpMalMK, K KOTOPOMY JOCTYyH OOCIY>KHMBAIOIIETO MEpCOHala B
mpoliecce dKCIUTyaTalliu He TpeOyeTcs, Tociie HajJaJ04YHbIX, PEMOHTHBIX U HWHBIX
paboT, CBSI3aHHBIX C JOCTYIOM K €ro KOMIOHEHTaM JIOJKHO 3aKpPbIBAThCS.

6.10. [lombop w® TOATOTOBKAa TeEpcoHana, OOy4YeHWE TMOJIb30BaTeeh

[Tonp3oBatern  uHpOpManmoHHbIX cucteM MBJIOY Ne 8, a Taxxke
PYKOBOJSIIMIA U OOCTYKMBAIOIIMK TEPCOHAN MOJKHBI OBITh O3HAKOMIIEHBI CO
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CBOMM YypOBHEM IIOJTHOMOYHH, a TaKXe OpraHU3aIMOHHO-PACTIOPSIUTECIIHBHOM,
HOPMAaTUBHOW, TEXHUYECKOU 51 JKCIUTyaTallMOHHOU JNOKYMEHTAIUEH,
onpezenstonieil TpedboBaHus U nopsAa0K 00padoTku uHpopmaru B MB/IOY Ne 8.

OGecnieueHne 0Oe30macHOCTH HMH(OpPMAIMU  BO3MOXKHO TOJBKO IOCTE
BBIPAaOOTKH Y TIOJIb30BAaTENIed OMpPENEICHHON KyIbTYphl palOTHI, T.€. HOPM,
00sI3aTENBHBIX I HCIIOMHEHUS BCEMH, KTO paboraeT ¢ HH(POPMAIMOHHBIMH
pecypcamu YmpasieHus. K TakuM HOpMaM MOYKHO OTHECTH 3ampelieHue JTHOBIX
YMBIIIUICHHBIX WM HEYMBINUICHHBIX JIEHCTBHIA, KOTOPHIE HAPYIIAIOT HOPMAIbHYIO
paboTy KOMITOHEHTOB HMH(OPMAIMOHHBIX CHUCTEM, BBI3BIBAIOT JOMOJTHUTEIIBHBIC
3aTpaThl PECypCcoB, HApYIIAIOT IEJOCTHOCTh XpaHUMOW U 0oOpadaThiBaeMOi
UH(POpPMAIIMK, HAPYIIAIOT MHTEPEChl 3aKOHHBIX IOJIB30BATEIICH, BIIQJICIbBICB WIIH
COOCTBEHHUKOB.

Bce nonb3oBateny HHPOPMAIMOHHBIX CHCTEM JOJIKHBI OBITH 03HAKOMJICHBI C
OpPraHW3allMOHHO - PACHOPSAUTEIBHBIMU JOKYMEHTaMH 110 OOCCIICUCHHUIO
oezonacHoctu uHdpopmaruu (I1Jn) MBJIOY Ne 8, B wactu, uUx Kacaromieics,
JOJKHBI 3HAaTh W HEYKOCHUTEIBHO BBIMOJIHATh HMHCTPYKIIMM W 3HATH OOIIWe
o0si3aHHOCTH 1O  obOecrmeueHuto  Oe3omacHocTd  uHopManuu. JloBeneHue
TpeOOBaHMI yKa3aHHBIX JIOKYMEHTOB JIO JIWIl, JONYIICHHBIX K 00paboTKe
3alMIaeMoi HHPOPMaIIUU, JOJIKHO OCYIECTBISATHCS MO POCITHUCH.

6.11. OTBETCTBEHHOCTh 3a  HApYIICHUS  YCTAaHOBICEHHOTO  TOpPsAKa
MOJIb30BaHUS pecypcaMu HHPOPMALIMOHHON CUCTEMBI

Mepa 0TBETCTBEHHOCTH MEepCOHaNa 3a JEHCTBUS, COBEPILICHHBIE B HAPYIIICHHE
YCTAaHOBJICHHBIX TPaBWJI oOecredeHuss Oe30macHoi paboTel ¢ uWHGOPMAIUCH,
JIOJIKHA OTPENENSIThCS HAHECEHHBIM yIIepOOM, HaIW4YHMEM 3JI0TO yMbICcIa U
IpyruMu pakTopamu Mo ycMoTpeHuto pykoBoactsa MBJIOY Ne 8.

g peanuzanuu MpUHIMIIA IEPCOHATBHON OTBETCTBEHHOCTH IOJIb30BATENIEH
3a CBOU JIEHCTBUS HEOOXOANMBI:

— WHIWBUIyaJIbHAS WACHTU(DHUKAIAA TOJH30BATENCH M WHUIIMHPOBAHHBIX
UMU TIPOIIECCOB, T.€. YCTaHOBIEHUE 3a HUMH uaeHtudukaropa (login, Username),
Ha 0a3e KOTOporo OYJET OCYIIECTBIATHCS pa3rpaHUUEHUE TOCTYNa B COOTBETCTBUU
C IPUHIIUIIOM 00OCHOBAaHHOCTH JIOCTYTIA;

— MpOBEpKa TMOJIMHHOCTH TOJb30BaTeNei (ayTeHTH(UKAIMSI) HAa OCHOBE
MapoJseu;

— peaknus Ha TOMBITKA HECAHKIIMOHWPOBAHHOTO JIOCTYMAa (CHTHAIH3AIUSA,
OJIOKMPOBKA U T.1.).

6.12. Cpenctsa obecrieueHust 6€30MacHOCTH HHPOPMAITUH

s obGecnieyeHuss  UHGOPMAIMOHHOM  OE30MACHOCTH  UCHOJIB3YIOTCS
CJIETYIOIINE CPEICTBA 3AIIUTHI:
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duznyeckue CpeIcTBa 3aIIUThI
dusnyeckue Mephl 3alUThl OCHOBAaHBI HAa MPUMEHEHHHM pPa3HOTO poja
MEXaHUYECKHUX, OJJICKTPOHHBIX WM JIICKTPOHHO-MEXaHUYECKUX YCTPOHCTB U
COOPYXXEHHUH, CIEeNUATbHO TPETHA3HAYCHHBIX I CO3JaHUS  (PU3WYECKUX
NPEISITCTBUI Ha BO3MOXHBIX MYTSAX MPOHUKHOBEHHS W JIOCTYIMA MOTCHIIMATBHBIX
HapyIIUTENIeH K KOMIIOHCHTAM CHCTEMBl M 3alllhIaeMoil mH(pOpMaIuu, a TakkKe
TEXHHUYECKUX CPEACTB BU3YaIbHOTO HAOJIOICHHUSI, CBSI3U U OXPAaHHOW CUTHATM3AINH.
Jls obecnieueHust buznyeckoi 0€30macHOCTH KOMITOHEHTOB
WH(POPMAIIMOHHBIX CUCTEM HEOOXOIUMO OCYIIECTBISATH PSII OPraHU3AIMOHHBIX U
TEXHWYECKUX  MEPONPUATHH,  BKIIOYAIOIMIMX:  MPOBEPKY  00OPYAOBaHMS,
peaHa3HauYeHHOTO /71 00paboTKu nH(popMaIvu, Ha:

— HaJIM4He CIIeNUaIbHO BHEIPEHHBIX 3aKJIaIHBIX YCTPOUCTB;

— BBCJICHHC JOIOJHHUTEIBHBIX OTPaHUYCHHH IO JOCTYyIy B IIOMEIICHUS,
npeIHa3HA4YCHHBIC JJI XpaHCHHs B 00paboTKH HH(OPMAITUH;

— 000py/I0BaHNE CUCTEM MH(POPMATHU3AIMH YCTPOWCTBAMHM 3alllMTHl OT COOEB
AIICKTPOITUTAHUS U TIOMEX B JIMHUSAX CBS3H.

TexHUUYeCKHE CPeICTBA 3aIUTHI

Texnuueckue (anmmapaTHO-TIPOTPAMMHBIE) MeEpbl 3alIUThl OCHOBAaHbI Ha
UCIIOJIb30BAHUM PA3JIMYHBIX AJIEKTPOHHBIX YCTPONCTB U CHEIUATBHBIX POrPaMM H
BBIMIOJHSIOMUX (CAMOCTOSITEIbHO MM B KOMIUIEKCE C JIPYTUMHU CpPEICTBAMM)
GyHKIMU  3amUThl  (MAEHTU(GUKAIUMI0O U ayTeHTU(UKALMIO IOJIb30BaTeseH,
pasrpaHuueHue A0CTyIa K pecypcam, perucTpalnio coObITUH, KpunTorpapuyeckoe
3aKpbITHE UHPOPMAIIUH U T.1.).

C ydetoM Bcex TpeOOBaHMM M TPUHIMIIOB oOecredeHus O0e30ImacHOCTH
UHGOpPMAIIMH TI0 BCEM HAIPaBJICHUSIM 3aIUThl B COCTAB CUCTEMBI 3aIIUTHI TOJKHBI
OBITH BKJIFOUEHBI CJIEIYIOLIUE CPEJICTBRA:

— CpeACTBa pa3rpaHUYCHUs OCTYIA K JaHHBIM;

— CpEACTBA PETUCTPAIMM JOCTylma K KOMIIOHEHTaM HWH(OPMAIMOHHOMI
CUCTEMBI U KOHTPOJIS 32 UCTIOJIB30BaHHEM HH(POPMAIINH;

— CpeACTBa pearnpoBaHUsl HAa HApYIICHUS pexuMa HH(DOPMAIMOHHOMI
0€30MacHOCTH.

Ha texnwdeckme cpeiacTBa 3alWTHl BO3JIATACTCS PEIICHUE CIEAYIONIINUX
OCHOBHBIX 337124

— uaeHTU(GUKAIMS U ayTCHTU(PUKAINS TTOJIH30BATEICH MPU MMOMOIIHA UMEH
WJIH CTICTIMAJIBHBIX alapaTHBIX CPECTB;

— perjiaMeHTalus U YIPaBICHUE JOCTYIIOM TOJIb30BaTeNIel B MOMEIICHHUS, K
(U3HUECKUM ¥ JIOTHYECKUM YCTPOUCTBAM;

— 3almTa OT MPOHUKHOBEHHSI KOMITBIOTEPHBIX BUPYCOB U Pa3pyIIATEILHOTO
BO3JICHCTBHS BPEIOHOCHBIX MPOTPaAMM;
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— perucrpauus BCE€X JEHUCTBUU II0JIb30BATENSA B 3aAllUIICHHOM >KypHaje,
HaJIM4K€e HECKOJBKUX YPOBHEN perucTpauuu;

— 3allMTa JaHHBIX CHUCTEMbI 3allMThl Ha (HaliJIoBOM cepBepe OT J0CTymla
MoJIb30BaTeNield, B YbM JOJDKHOCTHBIE OOS3aHHOCTH HE BXOJUT pabora cC
uH(pOopMaIK, HaXOASIIECs Ha HEM.

CpencTBa uaeHTU(UKALMY U ayTeHTU(PUKAIIMH [10JIb30BaTeIeH

B nensx npenorBpaienust paboTel ¢ pecypcaMu MH()OPMAIMOHHBIX CUCTEM
MOCTOPOHHMX JIUI] HEOOX0IUMO 00€CTIeUnTh BO3MOKHOCTh PACIO3HABAHUS KaXkI0T0
JErajlbHOTO ToJIb30BaTeNss (WM Trpynn mnoib3oBatenei). [Ins unentuduxanuum
MOTYT IPUMEHSTBHCS Pa3IUYHOIO POJIa YCTPOMCTBA: MAarHUTHBIE KAPTOUKH, KIHOYH,
KJIIOYEBbIE BCTABKH, IUCKETHI U T.II.

Aytentudukanus (MOATBEPKIECHUE MOJIJIUHHOCTH) TMOJIb30BATENeH TaKkKe
MOJKET OCYIIECTBISATHCS:

— IyTeM MPOBEPKH HaJW4YMs Yy TOJb30BaTeNied KaKuX-1H0O CIelHaIbHbIX
YCTPOMCTB (MAarHUTHBIX KapTOYEK, KIIOUEH, KIIFOUEBbIX BCTABOK U T.JI.);

— IyTeM MPOBEPKU 3HAHUS MU MapOJIeH;

— IyTeM MPOBEPKH YHUKAJIBHBIX (PU3UYECKUX XAPAKTEPUCTUK U MapaMeTpoB
caMuX IOJIb30BaTes e MpU MOMOIIHU CIIEHUATBbHBIX OMOMETPUUYECKUX YCTPOMCTB.

CpencTBa pa3rpaHU4eHHs TOCTyTIa

30HBI OTBETCTBEHHOCTHU U 33/1a4M KOHKPETHBIX TEXHUUYECKUX CPEICTB 3alUThI
YCTAaHABIMBAIOTCA MCXOAS M3 HX BO3MOXHOCTEM U  IKCIUTyaTal[MOHHBIX
XapaKTepUCTUK, OMTMCAHHBIX B IOKYMEHTAI[MU Ha JaHHBIE CPE/ICTBA.

TexHuueckue cpeicTBa pa3rpaHUYEHUs] JOCTyINa JODKHBI IO BO3MOXKHOCTH
OBITH COCTABHOM YaCThIO €IMHON CUCTEMBI KOHTPOJIS TOCTYTIA:

— Ha KOHTPOJIHPYEMYIO TEPPUTOPHIO;

— B OT/I€JIbHBIC TIOMEIICHUS;

— K KOMIIOHEHTaM MH(QOPMAIIMOHHOMN Cpebl U 3JI€MEHTaM CHUCTEMBbI 3aIIUThI
[11na (dusnueckuii qocTym);

— K uH(pOpPMAIMOHHBIM pecypcaM (IOKyMEHTaM, HOCUTEISIM HH(POpMAIINH,
daiinam, Habopam TaHHBIX, apXHUBaM, CIIPABKaM U T.1I.);

— K aKTUBHBIM pecypcaM (IPUKIaJHBIM IporpaMMam, 3ajayaM M T.I1.);

— K ONEpalMOHHOM CHUCTEME, CHCTEMHBIM IporpaMMaM M IporpaMmam
3aILUTHL

CpenctBa obecnieueHus: ¥ KOHTPOJISI LIETIOCTHOCTH

CpencrtBa oOecrieuyeHusi LETOCTHOCTH BKJIKOYAIOT B CBOM COCTAaB CPEICTBA
PE3EpBHOrO KOMHUPOBAHMS, MPOTrpaMMbl AHTHUBUPYCHOM 3alIUTHI, HPOTrpaMMbl
BOCCTaHOBJICHHMSI LIEJIOCTHOCTH ONEPALIMOHHOMN Cpeibl U 0a3 JaHHBIX.

CpencTBa KOHTpPOJIS LEJIOCTHOCTH HH(POPMALMOHHBIX PECYPCOB CHUCTEM
IpPEeIHA3HAYEHbl JUIsI CBOEBPEMEHHOI'O OOHApyX eHus MoAu(UKAUUU  WIH
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UCKAKEHUA pecypcoB cucteMbl. OHU TO3BOJISIIOT 00€CNEeUnTh MPaBUIBHOCTD
(GYHKUMOHUPOBAHMUSI ~ CHCTEMbl  3alUTBl M LEJOCTHOCTh  XpPaHUMOM H
oOpabaTbiBaeMO MH(OPMALIHIH.

KoHTpone uenoctHoctd uHGOpPMALMM W CPEACTB 3aIIUTHI, C LEIbIO
o0OecrieyeHuss  HEU3MEHHOCTH  HH(DOPMAUMOHHOW  cpefbl,  OmpelensieMoi
MPEAYCMOTPEHHONW TEXHOJOTUEH 00pabOTKU, U 3alUTHl OT HECAHKIMOHUPOBAHHOM
MoAU(pUKaLMKA UHPOPMALIUU JOJIKEH 00€CIIeYNBATHCS

— CpeACTBaMHU pa3rpaHUyeHusi JOCTyna (B MOMEUIECHUs, K JIOKyMEHTaMm, K
HOCHUTENSIM UH(OpMALIUK, K CepBepam, JIOTHUECKUM yCTPOMCTBAaM U T.I1.);

— CpeACTBaMU JIEKTPOHHOU MOANUCH;

— CpeACTBaMHU TOJCcYeTa KOHTPOJBHBIX CyMM ([JI1  HCIOJIB3YEMOTO
IPOrpaMMHOT0 O0ECTICUCHHUS).

CpezncTBa onepaTUBHOTO KOHTPOJIS M PErUCTPallMK COOBITUI O€30I1acHOCTH

CpencTBa 0OBEKTUBHOTO KOHTPOJISI TOJKHBI 00ecreyruBaTh OOHApYy>KEeHUE U

perucTpanuio Bcex coObITuil (neicTBuil monb3oBateneit, nonsitok HC/ u T.1m.),

KOTOpBhIE MOTYT TIOBJIEYb 3a COOOM HapylieHuHe Oe30MacHOCTH W TMPUBECTH K
BO3HMKHOBEHHUIO  KPU3UCHBIX CUTyallMii. AHamu3 COOpaHHOW  CpencTBaMu
peructpanuu UHGOPMAIMK TO3BOJISET BBISIBUTH (PAKThl COBEPIICHHS HaPYIICHUH,
UX XapakTep, TOJCKa3aThb METOJ €ro paccieloBaHus W CIOCOOBI TOMCKa
HApyLIUTeNs U UCIpaBieHus cutTyanuu. CpencTBa KOHTPOJS W PETUCTPALMU
JIOJIKHBI TIPEIOCTABISATH BO3MOXKHOCTH:

— BEJICHUS W aHalu3a >KypPHAJIOB PErUCTpaliu COOBITHI 0e30macHOCTU
(CUCTEMHBIX )KypHAJIOB);

— TOJy4eHHUs] TBEpPAOW KomuH (TedaTd) >XKypHaja PErucTpaluu COOBITUH
0€30I1aCHOCTH;

— YIOPSAI0YEHUS KYPHAJIOB, & TAKXKE YCTAHOBJICHHS] OIpPaHUYEHUN HA CPOK
UX XpaHEHUS;

— OINEpPaTHUBHOTO OMOBEIIEHUS aIMUHUCTPATOPA 6€30MaCHOCTH UH(POPMAIIH
0 HapYIICHUSX.

[Ipu peructpamuu  coObITHII  0O€30MacHOCTH B JKypHaje JIOJDKHA
(bukcupoBaThHCS cieayromas nHPopMaIus:

— J1aTta v BpeMs COOBITHS;

— UaeHTU(HUKATOP CYOBEKTA, OCYIIECTRISIONIETO PETUCTPUPYEMOE ICHCTBHE;

— JeicTBue (TUI A0CTyNA).

6.13. KoHTpoab 3(HeKTHBHOCTH CUCTEMBI 3AIUTHI

Kontponb 3ppekTuBHOCTH 3aIUTHI HHPOPMAIIUU OCYIIECTBISECTCS C IENbIO
CBOEBPEMEHHOTO BBISIBJICHUS U MPEAOTBpAIlCHUS yTeUKHM HHPOpPMALMU 33 CYET
HECAHKIMOHUPOBAHHOTO JIOCTyMa, a TakXkKe NPEeAYNPEekKICHUS BO3MOXKHBIX
CIICUUAJIbHBIX BO3JICHCTBUI, HANpPaBICHHBIX HA YHUYTOXXKEHHE UH(OpMaluu,
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paspymieHue cpeactB  uH(popmatuzauuv. KOHTpoinb  MOXKET NIPOBOJUTHCS
MPUBJICKAEMBIMHU ISl 3TOM 1I€JIM OpraHU3alUSIMH, UMEIOIIUMH JUIEH3UI0 Ha 3TOT
BU/JI ACSATEIBHOCTH.

Ounenka »¢Q@(EeKTUBHOCTH Mep 3auuThl HUHGOPMAILMK MPOBOJUTCI C
MCIIOJIb30BAaHUEM TEXHMUYECKHX W MPOrPAMMHBIX CPEJICTB KOHTPOJIS Ha MpPEIMET
COOTBETCTBHSI YCTAaHOBJIECHHBIM TPEOOBAHUSIM.
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